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ClubHacki nmMmMZ LYRALF Qa | I O1 SN kB 0F1SaNRigeQI6dia. Thdy had K¢ R 2 Y
conference hacking competition, called as WEBWAR, whose mgirga win a free entry to the

QubHack event. The winners also qualified to play Treasure Hunt, a phySitF atClubHack

conference.

This post is a walk through for this preCON CTF challenge. After registration for the event, ClubHack
provided the link to CTgerver. It has a website.
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Download Login ContactUs

Is this site secure?

Hello People; | am Babu! | built this site and am confident
that with my programming skills nothing can go wrong,
Security as well!

Prove me wrong!

Menu

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Donec lihero. Suspendisse hibendum. Cras id urna Home

Morhi tincidunt, orci ac convallis aliquam, lectus turpis varius lorem, eu posuere nunc justo tempus leo. Donec mattis, Templatelnfo

This was a site having download file and login module. At firsteinsewe need to login using Login
page where there will be more to come. Also with download page, we can download other files which
might help us for other attacks or to login into application.
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183.82.241.134/Clu

IserLogin, html

[Usernatne:

Password:

Login now I

The login page uses MD5 aigsword string to authenticate.

<html>

<head>

<title>Login Form</title>

<script language="javascript” srec="ndS.js"></script>

<script language="javascript'>

==

function passResponse() {

docuwent . hform.userid.value = docuwent.login.user_temp.value;

docunent . login.pass_temp.value = "";
document . hform. submit ()

il

/-

</secript>

<link rel="stylesheet"” href="style.css" type="text/css">
</head>

<hody>

<br>

<br>

<br>

<form name="login">

Username:

<input type="text” name="user_temp" size=32 maxlength=32><br>
Password:

<input type="passvord” name="pass_temp"” size=32 maxlength=32><br>

</form>

<form action="UserLogin.php"” METHOD="POST" name="hform">
<input type="hidden”" name="userid"”>

<input type="hidden" name="password">

</form>

</body>
</html>

docuwent . hform. password.value = MDS(document.login.pass_tewmp.value+"This->.~");

<input onClick="passResponse(); return false;" type="subnit" name="submitbtn" value="Login now">

This login seems to not vulnerable to SQL injection & Auth bypass. Only possible attack will be Brute
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The other page of interest watownload.html.
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You can download files from our server. The latest and
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Download 1 Sidebar Menu
This is for Android. Services 1
Download Services 2
P Services 3
Download 2
Services 4

This is for Blackberry. A

4§ Services 5
bt s Services 6
Download 3
This is for iPhone. Sponsors

Download

The download link looks like this:

http://183.82.241.134/ClubHack/download.php?f=1.bin&oa=cf02eabdlafbcad 75abeb5760f16f0e2f4dfd
928

Download page requires 2 parameters: filename & some hash. The hash was identified as SHA1 based
on number on characters. After few tests, it was clear that to download any file we need to know
filename and SHA1 hash. Filename can be guessed butwsr@o clue on hash creation for particular

file.

Further inspection on download.html reveals execute.php in source as comment. This seems interesting.

<div class="resize bg">
<!--11/11/11 - Downloads should work now, execute.php —-->
<h2> Download <span>1</span></h2>
<p>This is for Android. <br f>
</p>

<p> <a href="download.php?f=1.binfoa=cf02eabdlafbcad4?5abeh5760f16£0e2f4dfd929">Dovnload</a> </p>
<h2>Download <span>Z</span></h2>

<p>This is for Blackberry. <br />

</p>
<p> <a href="download.php?f=2.binfoa=09ceafd04929602fell1644a222a42e765a45850e2">Download</a></p>
<h2>Download <span>3</span></h2>
<p> This is for iPhone. <br f> </p>
<p> <a href="download.php?f=3.bin&oa=1d36461393d8a5da790b35edc620e993a%b3fhSh">Download</a></p>
<p>&nbsp:</p>
<pr&nbsp:</p>
</div>
</div>

When accessed, execute.php shows a form which takes 2 parameters: Command & Filename.


http://183.82.241.134/ClubHack/download.php?f=1.bin&oa=cf02eabd1afbca475abeb5760f16f0e2f4dfd929
http://183.82.241.134/ClubHack/download.php?f=1.bin&oa=cf02eabd1afbca475abeb5760f16f0e2f4dfd929

(' ’ 183.82.241.134/ClubHack/execute, php
e
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Command: |
FileName: I
Fun

The first thowght comes to my mind was Command Injection. When tried @ith A TO2 Yy F A 3a K2 ¢ &
Iy S ISd® BEu, Best page! Wonly one command is allowed. Try again!

€ )
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l 183.82.241.134/ClubHack/execute.php * &

..' - ::3[1(]1]{.‘3 / ‘

Sorry Babu, Test page! Wonly one command 1s allowed. Try again!

After several attempts, it was clear that this page not vulnerable to any injection. It seems to work with
only one command as said in error message.nfiHeoked for all Linux commands which take filename
as parameter. Commands like cat, less, more,d#iletc falls under such category.

None of these seems working. At the end, there were checksum commands left. The command
GAKF madzyé aSSya ¢g2NJAy3a 6AGK GFEAR FTAESYlIYSo

€9 || [ 183.82.241.134/ClubHackjexecute.php

~-C

Command: |sha1 sum
FileName: |1 hin
Run

| I3 183.82.241.134/ClubHackfexecute.php

‘\_/'

1.bin

Output:
cf02eabdlafbcad75abeb5760f16f0e2f4dfd929 1 bin

\



Hmm!! Now things are pretty clear. Identify the file to download, generate SHAh bé& it using

execute.php and then use download.php to download it.
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http://183.82.241.134/ClubHack/download.php?f=UserLogin.php&oa=36eald4979568e6804b61b846e

d855fe5d6f626¢
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UserLogin.php was obfuscatedQuick Google search revealed
http://www.fopo.com.ar was used Now we need to d@ 6 ¥ dza Ol G S
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thaPHP obfuscator at
Al P DeRerlary S

online/offline tool for this obfuscation. So only option was left to switch to Manual Mode.

This is how UserLogin.php file looked:

l»(heacb
T <link rel="stylesheet" href='"style.css" type="textfcss">

</ head>
[~/ hmmm< ?php
$glbe227ca708=""
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| used local PHP server to obfuscate it. First step was to ctera@to echo()which will give us back

the code to analyze furtheihe output looks like this:

ast

N.


http://183.82.241.134/ClubHack/download.php?f=UserLogin.php&oa=36ea1d4979568e6804b61b846ed855fe5d6f626c
http://183.82.241.134/ClubHack/download.php?f=UserLogin.php&oa=36ea1d4979568e6804b61b846ed855fe5d6f626c
http://www.fopo.com.ar/
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$716914e7eddeal55d542b4e8d1bd37e="x62",q5edfd6 30£259¢56 1abfOf5th6c626 Je="165", 06764994 1dI6eaalc3719620835b 556 7="x66"; §pe3529a40d811409b28e45204d9d31e9="
w67",8bcb3301cf550d2e178175ed480d27291="x6d";§15d1cb 1786 2c75bbecBc6Ib25b 6566 T 7="x6f", $b3dad034aae354f7£501562a3270db3 w6, $h7eab2dd6 263f13a0b648764f56b33fe="
\w6f"; $we37299680a98743718c 1695964bIbaB="6f",$g2f939042c3c5b645c68905a6ac04 7bE="x73", $h3c 1ec35b89186fdc dbacae 30077 1d88="x73", fwcd4 5b7f729eB04b Tfefifdd4c Ib3bde="
&73",8y717e4eal9f462823de3383631601664="x73",§{716914eTeddeal 55d542b4e8d 1bd37e ="\141",$¢5edfd6 30£259c 56 1abfOf5Th6c626 e ="\162", 506764994 1d96eaalc371962083565567 ="
151", $pe3529a40d811409628e45204d3d3 1e 172" 8bcb3301cf550d2178175ed48042729 144" $i5d1cb 17862c75bbcBc6Ib25b656bT ¢ 142", $b3dad4034aae354f7£50156a3270db3d1 =
142", $h7eab2dd6268f13a0b 6487646603 3fe. ="1142", $wc37299680a98743718c 1b95964b9bad ="\ 142", §g2f939042c3c 5b645c68905a6ac047bE="1164", $h3c 1ec35b83186fdcdbacae 300771488 =
164", $wed4567£729e804b7fefAfdd4cIb3bd 164", 8y717e4eaf9f46a823de3383631b01b64.="164",§{7169 14eTeddeal55d542b4e8d 1bd37e.="x73",$q5edfd630f259¢ 56 1abfOf5tb6c6269e.="
65", $0676d9941d96e2a0c3719620835b556 6", Bpe3529240d811409b28e45204d9d31e9.="69", $bcb3301cf650d2e 178175ed480d27291.="x35", $15d1cb 1786 2c75bbe8c6Ib25b656b7c7.="
56", $b3dad034aae354f7£50156a3270db3d 1. ="x5", $h7eab 2dd6 26 8f13a0b648764066b 33fe. ="x5f", Bwc 37299680a98743718c 1695964b%ba8 ="x5f", §g2f939042c 3¢ 5664506830526 ac04 TbE ="
x72",$h3c1ec35b89186fdcdbacaed00771d88 ="x72", $wedd 567(729e804b TcffdddcIb3bde ="x72",$y717edeal9f462823de338363 1601664 ="x72",${716914eTeddeald 55d542b4e8d 1bd3Te ="
\145",$q5edfd630£259c56 1abOf5fb6c6269e ="147",$0676d9941d96eaa0c 3719620835b5567.="1145", §pe3529a40d811409b28e45204d9d31e9.="1156",$i5d1cb 1786 2c75bbeBc6Ib25b656b7c 7. ="
145", $b3dad034aae354f7£5015623270db3d1.=" 145", $h7ea62dd6 268f13a0b648764f66b 33fe ="\ 147", $wec37299680a98743718c 1b95964bIbad ="1163";§22f939042c3c 5664 5c68905a6ac 04 7b
V137", $h3c1ec35b89186fdcdbacae00771d88.="\137", $wed45b7f729e804b T cffdd4cIb3bd 160",$y717e4eaf9f46a823de3383631b01b64.="1164",8£716914eTeddeal 55d542b4e8d 1bd37e. ="
x36"$q5edfd630f259¢56 1abfOf5fb6c626 % =" 5f";§0676d9941dI6eaalc3719620835b 5567 ="x5f", §pe3529a40d811409b28e45204d9d3 19 ="x66",§i5d 1cb 17862c75bbeBe6 96256656077 ="
x6e",5b3dad034aae354f7f50156a3270db3d1.="x6e",$h7eab 2dd6268f13a0b648764f66b 33 ="x65", §wc37299680a98743718c 1b35964bIba8 =" 74", §22f939042c3c5b64 56830 5a6ac047bE ="
&72",$h3c1ec35b89186fdcdbacacd00771d88 ="w72", bwedd 567E729e804b TefdfdddcIb3bde 61", 5y717e4eaf9f46a823de3383631b01b64.="x6f", 57169 146 7eddeal55d542b4e8d 1bd37e.=
164", 8q5edfd630£259c56 1abfOf5b6c6269e.="1162",$0676d9941d96eaalc3719620835b5567.="\ 147", $pe3529a40d811409b28e45204d3d31e9.="154" $i5d1cb 17862c75bbeBe69b 2566 56b7c 7 =
144", $b3dad034aae354f7£50156a3270db3d1.="\144", $h7ea62dd6 268f13a0b648764166b33fe ="\164", $wc37299680a98743718c 1b95964bIbal ="1141",$32f939042c3c 5664 5c68905a6ac047
1145",$h3c 1ec35b89186fdcdbacae900771d88.="\157", $wed4 5b7£729e804b TefdfdddcIb3bd 163",$y717e4eaf946a823de3383631b01b64 53", 57169 14e7eddeal55d542b4e8d1bd37e
&5, $q5edfd630£259c56 1abfOf5fb6c6269e ="x65",$0676d9941dI6eaalc 37196208356 5567.="x65"; §pe3529a404811409b28e45204d9d3 1! 61",$15d1cb17862c75bbc8c6Ib25b656b7c7
5", $b3dad034aae354f7£50156a3270db3d 1. ="x5", $h7eab 2dd6 26 8f13a0b648764f66b 33fe. =" 5", Bwe 37299680a98743718c 1695964b%ba8 ="x72";$22f939042c 3¢ 5664506890526 ac04 7bE:
x70",$h3c1ec35689186fdcdbacac900771d88.="x74", $f7169 14e7eddeal55d542b48d 1bd37e. ="\ 144", $5e dfd6 30f259¢ 56 1abfOf5tb6c6 26 9e.="1 160", §06 764394 1d96eaalc 37196 208356556 7.
1164",$pe3529a40d811409b28e45204d9d31e9.="1164",$15d1cb 1786 2c75bbc8c6Ib25b656b7c7.=" 143", §b3dad 034aae 354f7£50156a3270db3d1.="1146", $h7eab2dd6 26 8f13a0b648764£66b 3 3fe. ="
V143", $wc37299680298743718c1b35964b9bal ="\164";§22f939042c3c56645c68905a6ac047bE="1154",$h3c 1ec35689186fdcdbacacd00771d83 1",8£716914eTeddeald55d542b4e8d1bd37e ="
®65",8q5edfd630£259c56 1abfOf5b6c6269e ="w6c",$0676d9941d96eaalc3719620835b5567 ="=5", $pe3529a40d811409b28e45204d3d31e9.="x65",$i5d 1cb 17862c75bbcBc6Ib25b656b 77
\x6c",$b3dad034aae354f7£5015623270db3d1.="x6c", $h7eab2dd6268f13a0b648764f66b33fe. ="6f", $22f939042c3c5b645c68905a6ac047bf ="x6 1", $h3c 1ec35689186fdcdbacaecd00771d88 =
®33",§£716914e7eddeal55d542b4e8d1bd37e. 43", $q5edfd630£259c56 1abfOf5fb6c6269e. ="1141",$0676d9941d96£aalc3713620835b556 143";$i5d1cb17862c75bbc8c63b25b656b7¢
1145",$b3dad034aae 354f7£5015623270db3d1.="\165", $h7eab2dd626 81 3a0b648764£66b33fe. ="\ 156", §22f93904 2c 3¢ 5b645c6830526ac04 7bE 3"$H16914e7eddea055d542b4e8d1bd37e—
\x6f"; $q5edfd630£259¢56 1abfOf5h6c6269e ="x63",§0676d9941dI6eaalc3719620835b5567 ="x6f", §i5d1cb 17862c75bbeBe6Ib25b65667c7 ="%6 1", $b3dad 034aae 354f7£5015623270db3d1 =

L 22 G 260 A8 D £0F1 2aNB AAR T EARLEL 22 S 74" £00F020040 A5 £200 82820 0ATLE eSS 02101 4T e dde a8 549400 A28 10427 M1 A" $aSe RIS 20F S0, 841 L ANFSAACADE0: 1

It looks like arbitrary strings used to construct variable and function names. fiihevay to know it was
to echo back the arbitrary string values and replacing it with original strings in code. The input file looks
like this

$£716914e7eddealds5d542b4e8d1bd37e. = ";§0676d49941d96eaalc371962083505567. =
$h7ea62dd6268£13a0b648764£66b33fe. = ";$0676d9941d96eaa0c371962083505567.
$h7eafzdd6265£13a0b648764f66h33fe. = 54" ; $06760d9941d96eaa003719620835b5567.
$h7ea62dd62658£13a0b648764£66b33fe. =" ";$06760d9941d96eaa0c371962083505567.
$0676d9941d96eaalc371962083505567. = ";echo "f716914e 8
$£716914e7eddealss5d542b4e8d1bd37e. "\ n"; echo
§S5edfde30£259c561abf0f5fh6c6269e. " n' echo
$0676d9941d96eaalc3719620835b5567. "\ n"; echo
$pe3529a40d311409b25245204d9d3 1e9. "\ n" ; echo
$bch3301c£650d2e178175ed480d27291. "y n""; echo
$15d1ch17862c75bbe8c69b25h65607¢7. " n'; echo
$b3dad4034aae354£7£50156a3270db3dl. "\ n"; echo
$h7ea62dd6268£13a0b648764£66b33fe. "\ n"  echo
$wc37299680a98743718c1b95964h%basd. "\ n"; echo 6
$g2£939042c3c5b645c68905a6ac047bt. "\ n";echo "h 7 = M
$h3clec35h89186fdodbacae900771d88. "\ n";echo "wcd4Sh7L7
$wcd45h7£729e804b7fcf4fdd4cOb3bde. "\ n";echo "y717e4eaf9546
§y717e4eaf9f46a823de3383631b01b64. " n"; $wc37299680a98743718c1h95964h%ad () ;if |
$bcb330lcf650d2&178175&d480d27291($q5edfd630f259c56labefobSCGZ69&(

9y 101% ' A
Sg2f939042c3c5h645c68905a63c047hf('
$y717e4&af9f463823de3383631b01b64( FILE 5

\hh")(echo(5pe3529540d811409b28e45204d9d3189[$f716914e?eddea055d542b4e8d1bd37e(
ShSCleCSSbSQ186fdcdbacaeSUD771d88(
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And ouput looks like this



The final code after replacing the names looks like this:

£716914e7eddeal55d542b4e8d1bd37e
gSedfd630£259c561abf0f5fh6c6269e

0676cd9941d96eaalc371962083505567 =
pe3529a40d5811409h28e45204d9d31e9 =

beh3301cf650d2e178175ed480d27291
i5dlchl17862c75hbe8c68b25h656h7e?
b3da4034aae354£7£50156a3270db3d1l
h7ea62dd62658£13a0b648764£66h33fe
we37299680a98743718c1b95964b%basd
g2f939042c3cSh645c658905a6ac047ht
h3clec3Sh89186fdedbacaed00771d88
wcd4Sh7£729e804b7fcf4fdd4cSbh3bde
yv717e4eaf9£46a823de3383631b01b64

base64_decode
ereg_replace
file_get_contents
gzinflate

= md5

ob_end clean
ob_end flush
ob_get_contents
oh_start
str_replace
str_rotlﬂ
strpos

strtok

b2go
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gzinflatg() actions on some input string.

2F NBI Revai(wiich is dokagstd rotdsp), Rése6 Bdcddd® K I &
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checking it against the file contentwhich has credentials stored So the file

Ax6d\ 171\ x68 141\ x73 1501 x65 163 x61\ 162 x65\ 156\ X6\ 164 x68\ 145 X724 145 x26\ 16A X78. 16
4¢ seems to be having credgals. Echo this string to get exact filename.
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